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ABSTRACT

The Powerful data storage that cloud provide us as well as the tremendous data gathering capability
of wireless sensor network , and the combination of the both the cloud computing and wireless sensor
network grab the attention from the every medium . But the trust and reputation calculation and
management system are the very critical issue in the today’s era.

To overcome this problem, this paper proposes a solution to this problem that i.e. it provide
authentication to the trust and reputation calculation management t system for the cloud computing, and the
wireless sensor network integration. By considering the authentication of each and every participant of the
system ,the main requirement of the every participant .Our Proposed System Provide the following key
characteristics 1)Authentication to the cloud service provider and sensor network provider to avoid attacks
2)Calculating and managing trust and reputation to regarding to the service of cloud service provider and
sensor network provider 3)It help the Cloud service user to choose it’s cloud service provider and sensor
network provider .

Index items/ keywords — Cloud, Sensor network, Integration, Authentication, Reputation, Calculation, trust.

1. INTRODUCTION

Trust management is the important issue for the growth of the each and every thing. The highly
dynamic, distributed and Non transparent issue of the cloud service introduces several challenges in term of
data privacy, security and the availability .Protecting Consumers Privacy is not the simple task because it
contain the sensitive data involved in the interaction between the Consumers , the trust and reputation
management service . This is difficult problem to protect the cloud service from their malicious users. There is
no guarantee of the availability of the trust management this is another challenge because of the dynamic nature
of the cloud service . In this we describe the design and implementation of the cloud weapon, A reputation
contain trust management design that provides the set of functionalities i.e. it provide the Trust as a Service .

2. CLOUD COMPUTING

Cloud Computing is a model to get the convenient on demand network access for the shared pool of
configurable computing resources .We can say it is a on —demand availability of resources ,mainly data storage
and power of computing , without the direct management by the user . This term is generally used to describe
the data centers available to many user over the internet .The term cloud may be limited to single organization
(i.e. enterprise cloud) and may be also available to many organizations (i.e. public cloud).

3. WSN

WSN stands for the wireless sensor network. This term  refers to a group of scatter and dedicated
sensors for the recording and monitoring the physical condition of the surrounding and recognizing the collected
data at a central location. These network measure environmental conditions like temperature, sound, pollution
levels, humidity, wind and so on.
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4. CC-WSN INTEGRATION

This integration prototype is given by the potential application scenarios which are shown in the figure.
The working of sensor network providers (SNPs) is to provide the sensory data (i.e. Traffic, Temperature,
weather which is collected by the wireless sensor network which are deployed and the data is that provided to
the cloud service provider CSPs. Cloud service provider make use the powerful cloud to store and process the
data which is provided by the sensor and after getting the data on demand it provide it to the cloud service in
that way the cloud service users. Thus the Cloud service user can get access to their required data which is
provided by sensor in the simple way the client has to get access to the cloud. In this way a new prototype the
sensor network provider are the sources of the data for the cloud service provider and the cloud service user.
The cloud service provider and cloud service user behave as the data requesters for the cloud service provider.
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Fig. 1. Example of application scenarios of CC-WSN integration.

5. EXISTING SYSTEM

In the existing system the data has to travel a longer path from cloud service provider to the cloud
service user. we can say the data from the sensor network provider to the cloud service provider in between that
the data will get intentionally or by some technical reason it will be changed and modify and destroy by the
attacker. It creates the problems for the user.

By Considering an example regarding the forest fire detection in that case sensors are displayed in the
forest fire turn out of the control in that case we use our system to get the proper origin of the fire .

5.1 Disadvantages
1. Security provided in terms of the authentication is less.
2. We can’t trust the cloud in order to get the trusted information
3.The data has to travel the longer path due to this problem the delay is get occur in accessing the
information

6. PROPOSED SYSTEM

According to the research of the different researchers at Barkley, the trust and security is at the top of
10 obstacle the user faces during accessing the data or for the adoption of cloud computing . Apart from this, the
Service level arguments consumers’ feedback is the good source to assess the overall trustworthiness of the
cloud. Most of the researchers have been identified the importance of trust management and suggest solutions
to determine and manage trust based on the feedback gathered from researchers who take the part in the
meeting.

By considering the following points we proposed the TPA (Third Party Application) for providing the
authentication, trust, reputation management system (ATRCM) for the cloud computing and wireless sensor
network integration. Points are as follows:

1. The Authentication to the Cloud service Provider and Sensor network Provider.
2. The main requirement of the cloud service user and cloud service provider.
3. The cost, trust and reputation these service of the cloud service provider.
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6.1 Advantages of Proposed System

1.In our TPA (Third Party Application) there are different security policies or the authentication policies of the
different domains

2.0ur TPA (Third Party Application) considers the transaction context, the historical data of entity influences
and the measurement of trust value dynamically .

3.0ur TPA (third party application) overcomes all the drawbacks of the existing system.

7. FLOW OF THE SYSTEM
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Fig 2 : Flow of System

In the above figure (i.e. Fig 2) two users are there who want the data from the cloud . In our proposed
system one cluster is over there where historic data will get stored . whenever user wants something from the
cloud it will send request to the cloud service provider .the cloud service user choose from which sensor
network provider he wants to access the data . After that the cloud service user check the data (Sensory Data )
present in the cloud and compare it with the historic data present in the cluster, after comparing both of them
then it will send the trustworthy data to the user .

8. CONCLUSION

In this project we advancing explored the authentication as well as trust and reputation calculation
management of cloud service providers and sensor network provider s, which are two very crucial and barely
explored issues with respect to Cloud Computing and wireless sensor network integration . Further we proposed
a important Authenticated trust and reputation calculation management system for CC-WSN (Cloud Computing
— Wireless Sensor Network) integration.
Discussion the analysis about the authentication of cloud service provider and sensor network provider
have been presented by following with the detail design about the proposed authentication trust and reputation
calculation management system all these explain function of the proposed authentication trust and reputation
management system achieves the three function for cloud computing — Wireless sensor network integration the
functions are as follows :-
1)1t will provide authentication to the cloud service provider and sensor network provider to avoid harmful
attack

2)Calculating and managing trust and reputation regarding to the service of cloud service provider and sensor
network provider

3)The system will also help the cloud service user to choose the its desirable cloud service provider and also
assist the cloud service provider in order to select appropriate sensor network provider

In the addition, our TPA (Third Party Application) security analysis powered by three models. These
models shows that our proposed system secured vs main attacks on a trust and reputation management system
such as good mouthing and white washing attack which are the important attacks in our case .
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