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ABSTRACT 

It is very essential for credit card companies to identify the fraudulent credit card transactions to 

ensure that their customers are not being charged for the items that they dint purchase. Data mining plays a 

major role in detecting fraudulent online credit card transactions and it becomes very challenging due to two 

major reasons such as the profiles of fraudulent and normal behaviours changes constantly and the credit 

card fraud data sets are highly skewed.Such problems can be addressed with machine learning and data 

science. And this technique is applied on pre-processed and raw data. This mechanism is implemented in 

python and the performance is evaluated based on the sensitivity, accuracy, Matthews correlation coefficient. 

It is easy to distinguish between fraudulent and genuine transition. In this process the main focus is on pre-

processing and analysing the data sets and also deploying multiple anomaly detection algorithms such as 

forest isolation algorithm and local outlier factor. 

1. INTRODUCTION 

Advanced technology has become the integral part of our life [1]. To satisfy the need of the society, almost 

in each work, we use the technology [2] [3]. In current era computer science is major subject [4]. It has many 

real life applications such as cloud computing [5], artificial intelligence [6], remote monitoring [7], Wireless 

sensor network [8, 9, 10], internet of things [11, 12, 13], Neural network [14, 15], FSPP [16, 17, 18], NSPP [19, 

20, 21, 22, 23], TP [24, 25, 26], internet Security [27], uncertainty [28, 29, 30, 31, 32] and so on. Technology is 

the mode by which user can store, fetch, communicate and utilize the information [33]. So, all the organizations, 

industries and also every individual are using computer systems to preserve and share the information [34] . The 

internet security plays a major role in all computer related applications. The internet security appears in many 

real-life applications, e.g., home security, banking system, education sector, defence system, Railway, and so on. 

In this manuscript we discuss about the protection of authentication which is a part of internet security. 
In credit card transaction the fraudulent transaction is unauthorized and unwanted usage of an account by 

someone apart from theowner of that account. Necessary prevention measures may be taken to prevent this 

abuse and also the behaviour of such fraudulent practices may be studied to reduce it and protect against similar 

occurrences within the future.Financial fraud may be a growing concern with far reaching consequences within 

thegovernment, corporate organizations, and finance industry. Credit card transactions have become a 

widespread mode of payment and the focus has been given to various computational methodologies in order to 

handle credit card fraud issue. Data mining technique is one of the notable and most popular methods used to 

solve credit card fraud detection problem. it's impossible to be sheer certain about verity intention and 

rightfulness behind an application or transaction. In reality, to find out possible evidences of fraud from the 

available data using mathematical algorithms is that the best effective option.In real time examples, a large 

stream of payment requests is quickly scanned by automatic tools that determine which transactions are 
authorize. Machine learning algorithms are employed to analyse all theauthorized transactions and report the 

suspicious ones. Thesereports are investigated by professionals who contact thecardholders to verify if the 

transaction was genuine orfraudulent. 

Credit card fraud takes place when the physical card is stolen or some important data associated with the 

account is leaked. Credit card fraudster uses many ways to commit the fraud activities. Credit card fraud can be 

defined as when a person uses some other individual’s credit card for their personal benefits without the 

knowledge of the card owner or the card issuer.  Some of the other techniques used by the fraudster to commit 

credit card frauds are social engineering, where a fraudster will pretend to be someone genuine and ask number 

of questions and confuse the card holder resulting in giving out important information about the account. Also 

unauthorized use of stolen or lost card leads to credit card fraud. Some of the false merchant and cloning sites on 

the internet is another popular method used by many criminals with the skilled ability of hacking. 
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2.   LITERATURE REVIEW 

[1] E-commerce industry is growing rapidly and this leads to the increased usage of credit card 
payments for online purchases. In this paper investigation of the performance of logistic regression, random 

forest and decision tree for credit card fraud detection is carried out. The dataset for credit card fraud detection 

is gathered from kaggle and this dataset consists of over 2,84,808 credit card transaction data of a European 

bank. Fraud transactions are considered as positive class and the genuine transactions are considered as negative 

class.Dataset consists of imbalanced 0.172% of fraud transitions and the reaming transactions are genuine. 

Performance is evaluated based on accuracy, sensitivity, error rate and specificity. 

[2] In this paper the author has used a case sensitive method which is based on Bays maximum risk and 

then it is presented using proposed cost measure. The dataset is based on the real life transaction data obtained 

from a European company and maintaining the confidentiality of the personal data. The accuracy of the 

algorithm used is 50%. The main significance of this paper is to reduce the cost. The result obtained was 

23%.[3]This paper checks and investigates the performance of Random Forest, SVM, logistic regression and 
Decision tree on a highly skewed credit card fraud data. The dataset was gathered by a European cardholders 

consisting of about 2,84,786 transactions. The result obtained was 97.7% accuracy by Logistic regression, 

97.5% by SVM and 98.6% precise accuracy obtained by Random Forest.[4]in this paper one of the best data 

mining algorithm called machine learning algorithm was introduced, which was used to recognize the credit 

card fraud. A half bread grouping framework with exception recognition was utilized in order to differentiate 

between misrepresentations of internet recreations. The framework obtained online calculations with factual 

data in order to distinguish various extraction types. This framework attained extreme location rate at 98% along 

with 0.1% fault rate. [5]This paper discusses about supervisor based classification using Bayesian network 

classifiers such as Naïve Bayes, K2, Tree Augmented Naïve Bayes (TAN, logistics and J48 classifiers. The 

datasets are pre-processed by using normalization and principal component analysis. Two datasets were used 

dummy dataset which represented the characteristics of the credit card data and newly generated dataset using 

data normalization and principal component analysis technique. All these classifiers achieved over 95% 
accuracy. 

 

3. PROPOSED METHODOLOGY 

The study discussed in this paper extends the understanding of the machine learning algorithms used to 

detect the anomalous activities. 

The detailed architecture diagram with real life elements can be represented as: 

 
Figure 1: Blueprint of the proposed model 

First, we gather the dataset from Kaggle, which is a data analysis website that provides datasets. The 

dataset consists of 31 columns and 8 rows among those 28 columns are named as v1-v28 in order to protect the 

sensitivity of the data. The remaining columns represent class, time and amount. Class is represented as 0 or 1 

where 0 represents valid transaction and 1 represents fraudulent transaction. Amount represents the amount of 

money transferred and time manifest the time gap between fist transaction and the next transaction. This graph 

represents the time at with the transactions were done. Then a histogram is plotted for each column after 

checking the dataset. 
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Figure 2: Time graph analysis 

 
Figure 3: Time graph analysis 

 

 

This histogram represents the amount of money transferred. This plotting is done in order to get the 

graphical representation of the data that can be used to ensure that there are no missing values in the dataset 

used. By describing the dataset, it will give useful information such as mean, median and count for each column. 

The data is processed from a set of algorithms and they are local outlier factor and isolation forest algorithm 

which is a part of sklearn. Sklearn is open source and free python library and this library is built using SciPy, 
Numpy and matplotlib.Jupyter Notebook was used to run the code and demonstrate this approach. 

 
Figure 4: Data flow diagram 

 

  
Figure 5: class value graph 
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In the above fig the user will enter the credit card information and login to the system then the users 

card details will be verified. If the details are valid then access permissions will be granted to the valid user If 

the user details are not valid then user should re-authenticate be entering the details. Once access is granted the 

machine learning algorithms will generate the class value of a particular transaction. If class is 0 then it is a valid 

transaction and the transaction will be successful and if the class value is 1 then the transaction is fraudulent and 

the credit card will be blocked. 

3.1 Mathematical Formulation 

3.1.1 Isolation Forest Algorithm  

It returns the anomaly score of each sample. It isolates the observation by randomly splitting the value 

between max and min value of the selected feature and it isolates the points having shorter path links or 

anomalies. 

3.1.2 Local Outlier Factor 

It is unsupervised outlier detection method and it calculates the anomaly score of each sample. It will 

then measure the local deviation of the density of any given sample with its neighbours. Anomaly score depends 

on how isolated the object is with respect to the nearest neighbourhood. 

According to this technique the density estimated of a point p is the number of p’s neighbour divided 

by sum of distance to the point’s neighbour. 

Estimated destiny is: 

f^(p)=k∑x∈N(p)d(p,x) ……………(1) 

Here,  N(p) is the set of neighbours of point p and x 

k is the number of points in this set and d(p, x) is the number of distance between the points p and x 
local outlier factor score 

LOF(p)=1k∑x∈N(p)f^(x)f^(p)…….(2) 

4. RESULT 

The program will generate and detect number of false positive and then it will compare it with the 

actual values. This graph shows that the number of valid transactions are more when compared to the number of 

fraudulent transactions in a particular dataset. Class 0 represents the number of valid transactions and class 1 

represents number of. 

Number of fraud and valid transaction cases in the dataset 

 

 
Figure 6: Transactional analysis 

5. CONCLUSION 

Credit card fraud cases are increasing day by day and it is one of the major concerns in financial 

service sectors. This occurs when are no proper security measures are taken into consideration. In this paper an 

attempt is made to identify the number of fraudulent transactions in a particular dataset by using various 

machine learning algorithms such as local outlier factor and isolation forest method. Only a part of dataset was 

used in order to speed up the computational process. Future scope of improvement includes: 

1. Large number of datasets can be stored using cloud storage and then fetch the datasets from the cloud storage 

repository.    

2. User interface is not provided in this project. 
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