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ABSTRACT

The flexible and innovative to rapidly address competitive threats and satisfy user demands. The
business stakeholders deliver higher levels of efficiency and responsiveness to compete with low-cost, on-
demand services from external suppliers. New class of networking designed to support elastic resource
allocation, increasingly mobile workloads, and maximum availability under production loads in virtualization
in data centers. It can deal with virtualization, scalability, interoperability, quality of service and models of
the cloud that called private, public and hybrid.

The management of the physical and virtual networking infrastructure Performance, elasticity, and
logical addressing structures must be considered. The cloud is delivery model, with a growing number of
enterprises realizing impressive efficiency benefits. Cloud architecture takes advantage of network
virtualization and centralized controller.
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1. INTRODUCTION

Cloud models deployments to even more flexible private, hybrid, and public cloud to expand the scope
of value-added business services that Own Device initiatives, and deliver enterprise applications as services.
The various organizations must continue to provide reliability, security for all applications and services the
business requires. Cloud computing provides a more efficient, flexible, and cost-effective model for computing.
Businesses of all kinds and sizes are implementing private clouds within their data centers to deliver IT
infrastructure and applications on demand while maintaining control. Given the significant operational and
business advantages Virtualization concepts are use in data centers for a year as a successful IT strategy. The
primary focus for vitalizing storage and networks is emerging as a general strategy.

2. WHY PRIVATE CLOUD?

Virtualization was deployed for compute resources and a cost-saving technology. It provided additional
cost-savings benefits as well as enhanced speed and flexibility. Most clouds are built on virtualized
infrastructure technology. To deliver IT services by providing a customer interface to automated, self-service
catalog of standard services. Cloud computing can deliver reliable, secure, fault- tolerant, sustainable, and
scalable services.

2.1 Virtualization takes I'T by storm

Many networks can performance and productivity advantages over a common shared infrastructure
that is virtualization- ready. These technologies from VMware, Citrix and Microsoft encapsulate existing
applications. Virtualization compute capacity can be scaled up or down, on demand. Virtual machines can be
migrated while in service from one physical server to maintenance and increasing up-time.

2.2 High-Performance Cloud Capabilities:

* Self-service on-demand — an interactive portal that enables them to configure and manage these services.
Users have provision to their own computing resources as needed and without requiring human intervention,

* Resources available — Resources are available via the network and can be accessed by multiple devices,
including smart phones, tablets, laptops, and desktops.

» Elasticity — Resources can be quickly and transparently expanded.

* Measured service — It is measured and can be monitored, controlled, and reported for transparency.

2.3 Virtualization Demands Consistent Cloud Networking:
Network architecture built to support these demands: cloud network architecture. Specific challenges
include:

2.3.1 VM Explosion: many virtual machines can be instantiated on a physical server, the physical NIC
bandwidth utilization increases proportionally. Portable VM images are several gigabytes in size. So the
network must now carry larger amounts of data to move and migrate VMs. The network has designed to
gracefully handle the peak load within this virtualized environment.
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2.3.2 Cloud Applications: A new cloud applications integrate Web 2.0 and rich media technologies. A large
numbers of transactions that traverse the network with much higher downstream traffic. To distribute computing
tasks of cloud application workloads are designed across multiple layers of worker and data nodes, requiring
unprecedented VM-to- VM interactions.

2.3.3 VM Miigration: Servers upgrading & operating systems, moving workloads off of low utilization servers
so they can be shut off to save power, moving VMs off of a high utilization server for application performance
management. The virtual machine is becoming increasingly mobile.

2.3.4 Virtual Switch Management: Server administrators manage virtual networks, because network
administrators do not have direct access to built-in virtual switches. It consistent network-wide policies,
monitoring, and diagnostics to be applied to large numbers of virtual switches across the infrastructure.

2.4 Implement Cloud Security:

Data centers to building your private cloud, security must evolve to support both traditional and new
vulnerabilities. Cloud environments require a security with challenges around resource isolation, security event
management, and data protection, including VM isolation, secure VM migration, virtual network isolation, and
security event and access monitoring. to provide security of on-demand, scalable services.

2.5 VM migration:

Two ways VM migration may come into play. First, within the data centre, the cloud provider may
need to move re-optimize the placement of VMs to balance load, save power, or avoid resource fragmentation.
VMs in the data centre can be moved across physical machines either within or across edge domains. State
transfer is complete, a gratuitous ARP message is sent from the destination host to announce the VM’s new
location to reaches hosts in the same VLAN in the same edge domain. FE and CC are not involved in the
process If both source and destination hosts are in the same domain, In the second case, the customer may need
to migrate VMs between its on-site network and data centre. This can be easily achieved if the customer’s
network and its data centre network are configured to be in the same LAN.

3. RELATED WORK

Much recent work has been focusing on improving data centre networks [2, 3]. Some of our design
goals are similar to what has been addressed in recent work. Scalability [5, 6,], and utilization of off-the-shelf
devices [7]. They do not address the issue of creating isolated private networks in data centres, which is the
focus of our design. Author proposed a policy-aware switching mechanism for the data centre network [6] this
fits well into our design: FEs can function as policy- aware switches, and middle boxes such as load balancers
and firewalls can be attached to FEs. Depending on the requirement of each customer, traffic can be treated
differently and forwarded through different middle boxes. This paper gives a detailed review on open source
virtualization techniques, challenges and future research direction.[4]

4. CONCLUSION

Services need to overcome before their mass adoption in cloud computing. The cloud is delivery
model, with a growing number of enterprises realizing impressive efficiency benefits. A cloud virtual
environment in the cloud computing which can be software hardware or any other thing. These technologies
that can deliver reliable, secure, fault-tolerant, sustainable, and scalable services.
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