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ABSTRACT 

Nowadays In Cloud, storage of sensitive information has been increased, wide use of storage and 

cloud services, sensitive information has been incorporated into the cloud reduces the administration cost, 

which raises concerns over sensitive data privacy which is stored in the cloud. Privacy and Confidentiality are 

major challenges that breaches the client’s data, Data Encryption is the way to provide the confidentiality 

outsourced data, but it is very challenging task to make data utilization. So, I focus on the issue of private 

matching of outsourced sensitive data sets which simplifies the certification management. To overcome from 

this issue i propose identity based private matching scheme, which acknowledges fine grained approval that 

provides the cloud server to perform the private matching schemes by providing high security without 

breaching of private data. I provide high security proof under the Decisional Bilinear Diffie-Hellman 

Assumption and Decisional Linear Assumption. Due to complexity, I certify the price of IBPM scheme which 

is collinear to the size of sensitive datasets and it is reliable than existing works. At the end I define IBPM 

scheme to build identity based uncertain private matching scheme and multi-keyword unclear search. 
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1. INTRODUCTION 

 Along wide use of cloud computing cloud platform contributes storage services to clients and the 

organizations. it allows access to the outsourced files and allows the clients free from complicated local storage 

maintenance. however, some security concerns occur over integrity of outsourced files, clients may worry about 

the data especially sensitive highly important data. since the clients lose the control of their outsourced files to a 

cloud server maintained by the cloud service provider. Cloud computing refers wide use of storage resources, 

IBPM over encrypted datasets technique combination of keys are used to share the data between the clients and 

cloud storage. 

1.1 Identity-based outsourcing: 

The outsourced files not fully trustable when the files transfer from client to remote cloud server. The 

cloud services users including the data owners and auditors all are recognized with the identities by avoiding the 

usage of critical cryptographic certificates. This mechanism allows proposed scheme to work efficiently deployed 

in a multi-user setting. 

1.2 Comprehensive Auditing: 

IBPM scheme provide strong auditing mechanism. It makes easy to verify integrity of outsourced files 

to the auditor, even though files outsourced by different organizations and clients. Type of the file and outsourced 

file can be audited publicly. It allows the admin to audit the required resources which are using by the different 

clients. 

1.3 Strong security: 

IBPM scheme gives high security, it can find the unauthorized users which leads to corrupt the client’s 

files. the security properties have been proved against clouding attackers. IT guarantees the security over the 

stored files of users and also avoids the spoofing problem of data ownership. 

2. LITERATURE REVIEW 

[1] As more and more sensitive data is being uploaded on the cloud in the present scenario, the privacy 

and security concerns associated with the data is continuously increasing. To address this, issue the data is stored 

on the cloud in the encrypted form. Also, as the amount of data stored is usually tremendous, so an efficient search 

scheme is also necessary. So here, we deal with two significant aspects of cloud computing: Encryption and 

Searching. We are proposing a secure and efficient encryption scheme to encrypt the data stored in the cloud as 

well as the queries along with a multi-keyword search scheme to search over the encrypted cloud data. This paper 

proposes a secure and efficient encryption algorithm to encrypt the data stored in the cloud as well as the queries 

and to design a searchable encryption scheme that supports multi-keyword search on the encrypted data without 

decrypting it. To provide a multi-keyword ranked search, we have used the TF-IDF. The two significant aspects 

of cloud computing: Encryption and Searching. We are proposing a secure and efficient encryption scheme to 
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encrypt the data stored in the cloud as well as the queries along with a multi-keyword search scheme to search 

over the encrypted cloud data. 

[2] The performance of attributed based encryption in various cloud environments have been analysed. 

ABE is one of the public-key encryption schemes. Different types of ABE are available here in this paper reviewed 

the ABE in 3 scenarios ABE for cloud data. Security, ABE for cloud health data security, and other cryptographic 

techniques for cloud health data security. The performance of ABE plays a vital role in cloud health data. In the 

future, this research work will proceed to develop a novel ABE with a multiauthority scheme against the collision 

resistance. This paper proposes a secure and efficient encryption algorithm to encrypt the data stored in the cloud 

as well as the queries and to design a searchable encryption scheme that supports multi-keyword search on the 

encrypted data without decrypting it. To provide a multi-keyword ranked search, we have used the TF-IDF model 

along with the vector space model for index construction as well as query generation. The attribute-based 

encryption has been one of the public key encryptions in which users secret key and ciphertext have been 

depending on the types of attributes. 

[3] Existing cloud storage auditing and deduplication literatures fail to support the modifications of 

ownership, which actually occur quite often in actual cloud storage scenarios. Re-encryption algorithm and the 

secure identity-based broadcast encryption technology, prevent data from being disclosed to the revoked owners, 

even if they previously had prior ownership of these data. The security and efficiency of scheme have been 

validated by detailed analysis and experiments. Deduplicated data integrity auditing (DDIA) and random 

convergent encryption (RCE) both helps to support the ownership modification and to original data encryption. 

This paper suggests to integrity of the outsourced data and supports the dynamic access control over the outsourced 

data. A re-encryption algorithm and the secure identity-based broadcast encryption technology, which prevent 

data from being disclosed to the revoked owners. 

[4] Computing become a major requirement before forwarding and storing any confidential data over 

cloud. More advanced symmetric or asymmetric cryptographic algorithm can be implemented to ensure more data 

security from any malicious activity. Apart from this, some access control techniques can also be included to 

perform the access control and authenticate the user before data transmission from CSP to user. A hybrid 

symmetric encryption approach to provide more security for owner’s data other than any single symmetric 

encryption algorithm. A symmetric or asymmetric cryptographic algorithm can be implemented to ensure more 

data security from any malicious activity. 

[5] Even though cloud computing is having a lot of benefits, its acceptance is still lagging behind as a 

result of security concerns. The information that we keep in clouds is likely to be abused by an unapproved 

individual or the cloud specialists to cooperate itself. Confidentiality may be accomplished using various 

cryptographic algorithms. AES is found as the best encryption algorithm. AES is used in various small devices as 

it's fast and flexible.  AES is preciously proved for security devices. The paper gives a brief idea of cloud 

computing data security, and various methods are used in ensuring the security of data and we have compared 

various encryption algorithm used for encrypting data in the cloud.  

3. PROBLEM STATEMENT 

Existing system works on private matching by hashing each element of outsourced datasets of the cloud. 

It is not a secure fine-grained authorization i.e., cloud is elected to compute set interaction between the datasets 

of client 1 and 2, backing 3 in between the datasets of the user 1 and 4, clients 2 and 4 datasets in the cloud get 

intersection without consent. the proposed scheme is not secure fine-grained authorization, it works is based on 

re-encryption technique.  

In the existing system client can download the data and decrypt as more as 2n ciphertexts, it proposes 

the solution which supports homomorphic encryption and polynomial evaluation. 

3.1 Disadvantages of existing system 

[1] No data integrity to audit outsourced data. 

[2] Not secured outsourcing of the data because lack of security against plaintext attack from the malicious 

attackers. 

4. PROPOSED SYSTEM 

So, I propose, identity based private matching scheme to outsource encrypted datasets by defining 

framework and security to IBPM. Then i concentrate on construction of DBDH and DLN assumptions over the 

IBPM. During the implementation of the scheme the system provides the high security proof then the existing 

system, by real time experimental results it verifies the computational cost of the proposed scheme which is linear 

to the size of the outsourcing datasets and works efficiently with private matching algorithm.  

To solve multi-key word uncertain search and uncertain private matching, I propose two efficient 

schemes i.e. and identity-based multi-keyword uncertain search scheme and identity-based uncertain private 

matching scheme. 
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4.1 Advantages of proposed system: 

[1] Provides high security over the data due to IBE (identity-based encryption). 

[2] Due to Identity-Based Multi-Keyword Uncertain Search Technique data retrieval in fast. 
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4.0 DFD Diagram 

4.2 Hosting Platform 

SQLyog: SQLyog is available with the closed source code for free of cost. It is used as admin and GUI 

tool for MYSQL, which contains the combined features of MYSQL Query Browser, phpMyAdmin, Administrator 

and many other MYSQL GUI tools in a single interface. SQLyog is easy to use, very fast and easy to manage 

SQL Databases. 

Encrypted file storage in DriveHQ when the user uploads the file by default it is stored in the "my 

documents/encrypted data" by using private encryption key. It provides encrypted files backup, encrypted 

uploaded files are secure by not sending the private encryption key to the server. So, it gives high security that no 

one can decrypt the encrypted files without private encryption key. Once encrypted file is backed up from the 

server old key doesn’t work to decrypt. For highly confidential data of clients must require the encrypted backup 

to decrypt and download the files. 

5. ARCHITECTURE 

 

6. CONCLUSION 

 This paper proposes, identity based private matching scheme, which acknowledges fine grained approval 

that provides the cloud server to perform the private matching schemes by providing high security without 

breaching of private data. Provides high security proof under the Decisional Bilinear Diffie-Hellman Assumption 

and Decisional Linear Assumption. Due to complexity, certifies the price of IBPM scheme which is collinear to 

the size of sensitive datasets which is more reliable than existing works. At the end IBPM scheme is built for 

identity based uncertain private matching scheme and multi-keyword unclear search 
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